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Abstract

An implementation of the Mobile Maude language founded on the Russian Dolls
framework for reflective distributed objects and the IMaude environment for interactive
Maude specifications.

1 Introduction

Mobile Maude is a Mobile Agent language extending the rewriting logic language Maude and
supporting mobile computation. Rewriting logic [6, 8], is a simple logic well-suited for dis-
tributed system specification, that is executable and reflective (capable of faithfully represent-
ing important aspects of its own syntax and deductive/computation mechanisms, see [3]). The
Maude system [2, 1] (maude.cs.uiuc.edu ), is an implementation of rewriting logic and
its reflective capabilities. Mobile Maude uses reflection to obtain a simple and general declar-
ative mobile language design and makes possible strong assurances of mobile agent behavior.
The two key notions are processes and mobile objects. Processes are located computational
environments where mobile objects can reside. Mobile objects have their own code, can move
between different processes in different locations, and can communicate asynchronously with
each other by means of messages.

The Mobile Maude implementation described here is a collection of Maude modules speci-
fying infrastructure to support modeling, prototyping and analysis of mobile agents. The initial
design of Mobile Maude was presented in [4]. This implementation is founded on the Russian
Dolls reflective distributed object framework [7] and the IOP+IMaude [5] environment for in-
teracting and interoperating with Maude specifications. This report is organized as follows.
In S 2 we summarize the initial design. In S 3 we describe the basic ideas of our Reflective
Russian Dolls (RRD) framework. In S 4 we describe our implementation of Mobile Maude. In
S 5 we explain how to specify mobile agent systems and give a small example, a DataMobile
system. In S 6 we explain how to prototype and interact with Mobile Maude agent systems
at different levels of abstraction and illustrate the techniques using the example DataMobile
system.

1



The Maude modules, examples, and documentation are available athttp://www-formal.
stanford.edu/clt/FTN/MobileMaude . The Maude system (sources, binaries, and
documentation) is available athttp://maude.cs.uiuc.edu . The IOP platform, needed
for distributed execution of Mobile Maude can be found atmcs.une.edu.au/˜iop . In the
following we assume the reader is familiar with the basics of rewriting logic and Maude. The
primer available on the Maude web site is an excellent starting point.

2 Principles of Mobile Maude
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Figure 1: Mobile Maude: object and message mobility

Figure 1 illustrates a prototypical Mobile Maude system with two located processes and
three mobile agents, where agent03 is moving from one location to another. In addition agent
01 is sending a message to agent02 . Each Mobile Maude object is created by some process,
and that process is responsible for keeping track of the location of the mobile object in order
that messages may be delivered.

Formally, a located process (briefly a process) is an object whose attributes include an
configuration of mobile objects and messages, and a mapping from identifiers of objects it has
created to the objects last known location, and the number of hops the object took to reach that
location. Each time a mobile object arrives at a new location (as the contents of a message)
the receiving process notifies the object’s creator of the new location and hop count. The hop
count is used to identify stale location information. A process also keeps information to allow
it to generate a new identifier each time it creates a mobile object. A located process extracts
messages from its contained configuration, and processes them. A request by a mobile object
to go to a new location is turned into a message addressed to that process and transmitted.
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Messages sent from one mobile object to another are routed using the location maps. If the
addressee is local, the message is delivered. If the addressee belongs to the sending process the
current location and hop count is obtained from the forwarding table, and the message and hop
count are sent in a routing request to that location. Otherwise the message is sent in a routing
request to the creator. A new object request message is processed by creating a new object,
adding it to the contained configuration, and sending a reply containing the identifier of the
new object to the requester.

A mobile object carries its code and state with it when it moves to a new location. The
code for a Maude object is the module containing the declarations for the object attributes
and the rewrite rules specifying its behavior. Reflection is used to transform code and state
into data that can be understood by any located process. In particular a mobile object has two
levels a meta level (called the mobile object wrapper) and a base level (call the base object or
base agent). A mobile object wrapper has the same attributes for all mobile objects. These
consist of metarepresentations of the base object and of the module specifying the base object
behavior, an integer recording the number of hops that the object has made (initially 0), a
bound on the number of rewrites the object can use in any execution step, and auxiliary data
used to keep track of the wrappers processing state. The bound on rewrites is a form of resource
management and is used to ensure that all mobile objects in a given location will have a fair
share of the available resources.

The rules for a mobile object wrapper specify how it manages its base level. Messages
sent by the base level to peers are forwarded to the peer wrapper for delivery, and messages
for delivery received from peer wrappers are delivered to the base object, using the reflected
evaluation and rewriting functions. A request for new object creation is transformed into a
request for creation of a new mobile object (adding the wrapper). The heart of mobility is
the treatment of requests from the base level to move to a new location. The mobile wrapper
packages its metarepresented module and base object state, along with the object identifier and
additional information describing the wrappers current state, and turns itself in to a request
to go to the location specified by the base object, containing the packaged information. This
information is used by the process at the new location to reconstitute the mobile object and let
it resume execution.

3 Reflective Russian Dolls

Reflective Russian dolls[7] is a generic formal model of distributed object reflection, that
combines logical reflection with a structuring of distributed objects as nested configurations of
metaobjects (a la Russian Dolls) that can reason about and control their subobjects.

In simple situations the state of a distributed object-based system can be thought of as an
unstructured “soup” of objects and messages interacting in various ways. However, there are
often good reasons for having boundaries that circumscribe parts of a distributed object state.
For example, the Internet is not really a flat network, but a network of networks, having dif-
ferent network domains, that may not be directly accessible except through specific gateways,
firewalls, and so on. Thus we model distributed state not as a flat soup, but as a “soup of
soups”, each enclosed within specificboundarieswith well-defined interaction points. Reflec-
tive distributed architectures based on the Russian Dolls paradigm are already quite expressive,
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in the sense that metaobjects can perform a wide range of services and can control interactions
of their subobjects in many different ways. To provide even more powerful features such as
control of execution, code morphing, runtime dynamic adaptation, and mobility, the simple
nesting model is extended usinglogical reflection, allowing some subobjects and their behav-
ior to be metarepresented as data, again allowing the metarepresented subobjects to be nested
if appropriate.

To illustrate the ideas in a little more detail, we briefly sketch how reflective object systems
are represented. We use Maude syntax, to also illustrate the formal notation. An object is rep-
resented as a data structure containing an object identifier, a class identifier, a set of attributes
representing its state, and a set of interfaces making explicit its points of interaction with its
environment. For simplicity in the following we restrict attention to input/output interfaces.
We write

[ o : C | a1: v1, ..., an: vn | in: inQ, out: outQ ]

for an object with identifiero, class identifierC, attributesa1: v1, ..., an: vn , and inter-
facesin: inQ , out: outQ whereinQ andoutQ are lists of messages. The set of messages
includes standard messages of the formmsg(o,o’,mb) (a message to an object with identifier
o, apparently from an object with identifiero’ with contentsmb), andnewo(cid,atts) (a
request to create a new object with class namedcid and initial attributesatts ).

An object’s behavior is specified by rewrite rules determining what the object might do in
given situations. For example a rule processing the first message in the input queue has the
general form

[o : C | atts | in: M inQ, out: outQ]
=>

[o : C’ | atts’ | in: inQ, out: outQ outQ’] if cond

whereMis a message andcond is a boolean condition that must evaluate totrue for the rule
to fire.

Nesting is represented using a metaobject with distinguished attribute, for example,{_}

that holds a configuration of objects and messages:

[ mid : MC | {configuration}, other-attributes | interfaces ]

giving the containing metaobjectmid control over interaction of the contained configuration
with the outside environment. Objects within the configuration may also be nested. Any or all
of the elements of the configuration may be metarepresented, giving the containing metaobject
greater ability to reason about and modify the behavior of the contained configuration.

Rules for moving messages across object boundaries (to the input queue and from the
output queue) can be specified in the container of an object configuration, or as part of the
composition of a collection of objects into a configuration.

4 Mobile Maude

The Mobile Maude language specification has three component: the basic syntax, mobile ob-
ject wrappers, and located processes. Each component is discussed in turn in the following
subsections.
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4.1 Basic Syntax

The basic syntax for objects and messages in the RRD framework is specified in the mod-
ule CONFIG. This module differs from the moduleCONFIGURATIONsupplied in the Maude
library, prelude.maude , in that it provide an alternative syntax for objects and specifies
some standard attributes and message constructors. The declaration of sortsOid (object iden-
tifiers), Cid (class identifiers),Msg (messages),Object , Attribute , AttributeSet ,
Configuration , and the constructors forAttributeSet andConfiguration are the
same as in the moduleCONFIGURATION. In particular the declarations for attribute sets are

sorts Attribute AttributeSet .
subsort Attribute < AttributeSet .
op none : -> AttributeSet .
op _,_ : AttributeSet AttributeSet -> AttributeSet

[assoc comm id: none] .

The declaration of the concatenation operator_,_ uses Maude’s mix fix syntax in which each
_ is an argument place holder. It is declared to be ACI (associative and commutative with
identity), thus an attribute set is a multiset of attributes wherenone is the empty attribute
set. Similarly a configuration is a multiset of objects and messages with empty syntax for
concatenation.

op __ : Configuration Configuration -> Configuration
[assoc comm id: none] .

Syntax for objects with explicit interfaces is declared by

op [_:_|_|_] : Oid Cid AttributeSet AttributeSet -> Object

Interface attributes are specified as follows

sort MsgQ . subsort Msg < MsgQ .
op nil : -> MsgQ .
op _,_ : MsgQ MsgQ -> MsgQ [assoc id: nil] .
ops in:_ out:_ : MsgQ -> Attribute .

Peer-to-peer messages have a standard format consisting of the addressee, the sender, and a
message body.

sort MsgBody .
op msg : Oid Oid MsgBody -> Msg .

An object creation request contains the identifier of the requester, the class identifier of the
requested object, and the objects initial attribute set. The reply contains the requester (message
destination) and the identifier of the newly created object.

op newo-req : Oid Cid AttributeSet -> Msg .
op newo-reply : Oid Oid -> Msg .
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Several utility functions are also defined includingtgt to access the target (addressee) of
a message,identity to access the identity of an object, andpresent to test whether a
object with a given identity is contained in a configuration.

The moduleMMCONFextendsCONFIGwith declarations mobile object specific sorts and
messages. It declaresOid subsortsPid (process identifiers), andMid (mobile object iden-
tifiers). Process identifiers are constructed from two strings (using the network convention of
naming a process by its host and port), and mobile object identifiers are constructed from a
process identifier (its creator) and a string giving the local identifier.

op p : String String -> Pid . *** Host Port -- Process Identifier
op o : Pid String -> Mid . *** Mobile-Object Identifier

A base object go request has the following syntax

op go : Pid -> Msg .

and print requests have the syntax

op print : String -> Msg .

As a simple example the following is an object who’s class isEcho . It has no attributes and
has a single message in its input buffer and an empty output buffer.

[ o(p("localhost", "5555"), "e") : Echo | none
| in: msg(o(p("localhost", "5555"), "e"), user, mb("hello")),

out: nil]

TheEcho class has one rule that prints the contents of each input messagemb(s) , by placing
print(s) , in the output buffer. (The full example can be found in theMMdirectory.)

4.2 Mobile Object Wrappers

The mobile object wrapper class is specified in the moduleMOBILE-OBJECT. The class iden-
tifier is MO. As explained in S 2 the attributesmod: andob: contain the metarepresentations
of the base level module and base object respectively, whilegas: contains a bound on the
number of rewrites the base agent can do each step, andhops: contains the number of hops
the object has made.

op mod:_ : Module -> Attribute .
op ob:_ : Term -> Attribute .
op gas:_ : Nat -> Attribute .
op hops:_ : Nat -> Attribute .

The mobile wrapper layer has a new constructor for go requests, that takes the destination
process identifier, the mobile object identifier, its class identifier, an attribute set, and two
message queues (input and output). In addition, there is a message body constructordlv to
wrap the metarepresentation of the body of a base level message being sent to a peer.
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op dlv : Term -> MsgBody .
op go : Pid Mid Cid AttributeSet MsgQ MsgQ -> Msg .

The processing state of a mobile wrapper is recorded in the attributemode: .

sort Mode .
ops deliver send tick yield : -> Mode .
op send : Term -> Mode .
op init : Module Term Term Nat -> Mode .
op mode:_ : Mode -> Attribute .

The operatormkmoconstructs a mobilized wrapping agent given the mobile object identifier,
the name of the module defining the agent behavior, its class identifier and initial attributes,
and the value of thegas: attribute.

var ?mid : Mid . var ?cid : Cid . var ng : Nat .
var modname : Qid . var atts : AttributeSet .
op mkmo : Mid Qid Cid AttributeSet Nat -> Object .
eq mkmo(?mid,modname,?cid,atts,ng) =

[ ?mid : MO | mode: init([modname],upTerm(?cid),upTerm(atts),ng)
| in: nil, out: nil ] .

The functionupTerm is provided by the Maude META-LEVEL. It returns the metarepresen-
tation of its argument.

The modes can be thought of as states of a state machine and a mobile object wrapper has
the following state transitions

inQ==nil noOutput
init(?mod,cidT,attsT,ng) -> deliver ----> tick -> send ----> yield

ˆ v ˆ |
\/ | v

send(mT)

In yield mode the wrapper waits for its containing process to move it todeliver mode to
restart its processing cycle. This is simply a form of task scheduling.

The transition frominit mode initialized the wrapper attributes using the module?mod,
and constructing a metarepresentation of the base object from the metarepresentationscidT of
its class identifier andattsT of its attribute set. Thegas: is initialized using the parameter
ng.

In deliver mode, messages in the wrappers input queue are transformed and meta-delivered
into the base objects input queue. Messages of the form

msg(mid,mid’,dlv(mbT))

are transformed to

’msg[midT,midT’,mbT]
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the metarepresentation of the message

msg(mid,mid’, mB)

wheremidT is the metarepresentation ofmid , midT’ is the metarepresentation ofmid’ , and
mbT is the metarepresentation ofmB. Other messages are simply transformed to their metarep-
resentation using the metafunctionupTerm discussed above.

In tick mode the wrapper metarewrites the base object using bound stored in thegas:

attribute and then moves tosend mode.
In send mode the wrapper extracts (metarepresented) messages from the output queue of

the base object, transforms them and puts them in its output queue. As explained in S 2,go

messages cause the wrapper to fold itself into a wrapper layer go request,newo-req messages
are converted to requests for wrapped objects, andmsg(...) messages are converted to mobile
peerdlv requests. All other metarepresented messages are simply transformed to their base-
level form using the metafunctiondownTerm provided by the Maude metalevel.

Note 1. The uniform passing of messages unrelated to mobility to and from the containing
environment allows for new interactions with the local execution environment without modifi-
cation of the mobile object wrapper.

By way of illustration, we discuss the rules for thetick mode, for extracting messages
from the base object insend mode, and the rules for processinggo andnewo-req messages.
The following declares variables needed for these rules.

var ?mod : Module .
var ng : Nat .
var mo : Mid .
vars atts ifaces : AttributeSet .
var ?mode : Mode .
vars inQ outQ : MsgQ .
vars midT pidT attsT mT oT oT’ cidT : Term .
var res? : ResultPair? .
var ?msg : Msg .

The rule fortick mode (labeleddo-something ) applies themetaFrewrite function to the
module?mod (stored in themod: attribute), and the object metarepresentationoT (stored in
the ob: attribute). This function uses Maude bottom-up position-fair rewrite strategy that is
more suitable for object systems. The argumentng specifies a bound on the number of position
visits and the final argument (1) specifies a bound on the number of rewrites at each position.
The value (res? ) returned bymetaFrewrite is either a pair containing the rewritten term and
its type (and thus the membershipres? :: ResultPair holds), or an error term indicating
that the function could not be applied (usually because the term can not be understood in the
context of the module). If rewriting succeeds, the rewritten object termoT’ is used to update
the ob: attribute. Otherwise theob: attribute is left unchanged. In either case the wrapper
object moves tosend mode.
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crl[do-something]:
[mo : MO | mod: ?mod, ob: oT, gas: ng, mode: tick, atts | ifaces]

=>
[mo : MO | mod: ?mod, ob: oT’, gas: ng, mode: send, atts | ifaces]

if res? := metaFrewrite(?mod,oT,ng,1)
/\ oT’ := ( if res? :: ResultPair

then getTerm(res?)
else oT
fi ) .

To simplify manipulation of object interfaces, the moduleCONFIGdefines functionshasOutput

that returnstrue if the output queue is not empty,getOutput that returns the first message
of the output queue (ornil if the queue is empty),removeOutput that removes a message
from the output queue. The rulemsg-out only applies if the base object output queue is not
empty, determine by the test

getTerm(metaReduce(?mod,’hasOutput[oT])) == ’true.Bool

In this case, the extracted message termmT is stored in themode: attribute and theob: is
updated by removing this message.

crl[msg-out]:
[ mo : MO | mod: ?mod, ob: oT, mode: send, atts

| out: outQ, ifaces ]
=>
[ mo : MO | mod: ?mod, ob: oT’, mode: send(mT), atts

| out: outQ, ifaces ]
if getTerm(metaReduce(?mod,’hasOutput[oT])) == ’true.Bool
/\ mT := getTerm(metaReduce(?mod,’getOutput[oT]))
/\ sortLeq(?mod,leastSort(?mod, mT), ’Msg)
/\ oT’ := getTerm(metaReduce(?mod,’removeOutput[oT,mT])) .

In send mode, if the parameter is a metarepresentedgo message, then the mobile object wrap-
per turns itself into ago message containing the desired locationdownTerm(pidT,unkOid) ,
its identifiermo, its class identifierMO, its attributes withmode: updated to beyield , and the
contents of its interface queues.

rl[send.go]:
[ mo : MO | mod: ?mod, ob: oT, mode: send(’go[pidT]), atts

| out: outQ, in: inQ ]
=>

go(downTerm(pidT,unkOid),mo,MO,
(mod: ?mod, ob: oT, mode: yield, atts), inQ,outQ) .

If the send parameter is a metarepresentednewo-req message, then the request is modified
to request creation of a mobilized object of the requested class and initial state by making the
latter arguments to theinit mode attribute in the modified request.
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rl[send.newo]:
[ mo : MO | mod: ?mod, ob: oT,

mode: send(’newo-req[midT,cidT,attsT]),
gas: ng, atts

| out: outQ, in: inQ ]
=>
[ mo : MO | mod: ?mod, ob: oT, mode: send, gas: ng, atts

| out: (outQ,
newo-req(downTerm(midT,mo),MO,

(mode: init(?mod,cidT,attsT,ng)))),
in: inQ] .

4.3 Located Processes

The class of located processes is specified in the moduleMM-PROCESS. The class identifier for
a located process isP and its attributes are

op cnt:_ : Nat -> Attribute .
op cf:_ : Configuration -> Attribute .
op fwd:_ : FTable -> Attribute .
op sending:_ : MsgQ -> Attribute .

wherecnt: stores the counter for generating new object identifiers,cf: in configuration man-
aged by the process,fwd: is its forwarding table, andsending: stores a queue of messages
extracted from the configuration to be processed.

A forwarding table (sortFTable ) is a multiset of entries (sortFEntry ), each entry having
the formfe(ix,pid,nhops) whereix is a local identifier string,pid is the identifier of the
objects location, andnhops is the number of hops the object made to reach that location. The
function locate returns the location of an object locally identified by the string argument, if
known. The third argument is a default to return if there is not entry for the object. The function
nhops returns the number of hopes if known and-1 otherwise. The functionupdate updates
an existing entry with new location and hop information or creates a new entry if there is no
entry for the named object.

sorts FTable FEntry .
op fe : String Pid Nat -> FEntry .
subsorts FEntry < FTable .
op mt : -> FTable .
op __ : FTable FTable -> FTable [assoc comm id: mt] .
op locate : String FTable Pid -> Pid .
op nhops : String FTable -> Int .
op update : FTable String Pid Nat -> FTable .

The operatormkp constructs a process, given its identifier and contained configuration.

var ?pid . var C : Configuration .
op mkp : Pid Configuration -> Object .
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eq mkp(?pid, C) =
[ ?pid : P | cnt: 0, cf: C, sending: nil, fwd: mt

| in: nil, out: nil ] .

Messages exchanged between peer located processes have one of the following message
bodies: a routing request (route ) , an installation request (install ), or a location report
(at ), where the new location is the sender of the message.

op route : Msg Int -> MsgBody .
op install : Mid Cid AttributeSet MsgQ MsgQ -> MsgBody .
op at : Mid Int -> MsgBody .

The integer argument of a routing request is-1 if this is sent to the addressee’s creator for
initial routing. Otherwise it indicates the number of hops to the last known location, and is
used to avoid routing loops and to detect stale information.

As examples we discuss the two process rules for mobility and the rule for object creation.
The variables used in these rules are:

var n : Nat .
var ix : String .
vars mo ?mid : Mid .
vars atts matts : AttributeSet .
vars inQ outQ inQ1 outQ1 sQ : MsgQ .
vars ?pid ?pid0 ?pid1 : Pid .
vars C C0 C1 : Configuration .
var ?ftable : FTable .
var ?msg : Msg .
var ?cid : Cid .

A go message in the configuration is turned into aninstall request, unless the new lo-
cation (pid0 ) is the current location (pid0 ), in which case the mobile object is simple recon-
stituted. The first argument to thego request is used as the message address and the remaining
arguments are placed in theinstall message body.

rl[go] :
[ ?pid : P | cf: (C go(?pid0,mo,?cid,matts,inQ1,outQ1)),

atts | in: inQ, out: outQ ]
=>
(if (?pid == ?pid0)

then *** go to where you are is a no-op
[ ?pid : P | cf: C [mo : ?cid | matts | in: inQ1, out: outQ1],

atts
| in: inQ, out: outQ ]

else
[ ?pid : P | cf: C, atts

| in: inQ,
out: (outQ,

msg(?pid0,?pid,
install(mo,?cid,matts,inQ1,outQ1)))]

fi) .
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When aninstall request arrives, a mobile object is constructed from theinstall and
added to the process’s configuration If this installing process is the mobile object’s creator
((?pid1 == ?pid) holds), then thefwd: attribute is updated with the new location and hop
count, otherwise a new location report

msg(?pid1,?pid, at(o(?pid1,ix), s n))

is sent to the object’s creator.

crl[arrive]:
[ ?pid : P | cf: C, fwd: ?ftable, atts

| in: (msg(?pid, ?pid0,
install(o(?pid1,ix), ?cid, (matts, hops: n),

inQ1, outQ1)),
inQ),

out: outQ ]
=>

(if (?pid1 == ?pid)
then [ ?pid : P | cf: C1,

fwd: update(?ftable, ix, ?pid, s n),
atts

| in: inQ, out: outQ ]
else [ ?pid : P | cf: C1,

fwd: ?ftable, atts
| in: inQ,

out: (outQ,
msg(?pid1,?pid, at(o(?pid1,ix), s n)))]

fi)
if C1 := (C [o(?pid1,ix) : ?cid | (matts, hops: s n)

| in: inQ1, out: outQ1]) .

To process anewo-req from a mobile object (assumed to be in the local configuration) a
local identifier is generated from thecnt: attribute (ix := string(n,10) ), and the value
of cnt: is incremented. An object with identifiero(?pid,ix) , class identifier and attributes
specified in the request, and empty input and output queues is added to the configuration, and
a newo-reply containing the new objects identifier is input to the requester.

crl[newo] :
[ ?pid : P | cf: C, cnt: n, sending: (?msg, sQ), atts

| in: inQ1, out: outQ1 ]
=>

[ ?pid : P | cf: C1, cnt: s n, sending: sQ, atts
| in: inQ1, out: outQ1 ]

if newo-req(mo,?cid,matts) := ?msg
/\ ix := string(n,10)
/\ ?mid := o(?pid,ix)
/\ C1 := ( input(C, newo-reply(mo,?mid))

[ ?mid : ?cid | matts | in: nil, out: nil] ) .

There is no need to update the forwarding table until the new object moves elsewhere.

12



Note 2. It would be nice to allow mobile objects to interact seamlessly with their stationary
peers. One way to do this would be for a mobile wrapper to apply downTerm to peer-peer
messages sent by its base object, as it does for service requests not related to mobility. However,
for this to work, theMOBILE-OBJECTwould have to be extended with the module specifying
all the messages to be exchanged by base objects. In turn the moduleMM-PROCESSwould need
to import the extended wrapper module. In particular for an object to migrate the target process
must understand messages it might emit. The violates the goals of modularity and separation
of concerns, and so we support ‘non-mobile’ objects by insisting that the process object create
all objects in its interior, thus all contained objects are mobilized whether or not they want to
move.

5 Specifying Mobile Agents

5.1 Mobile Agent Specification: General

The specification of a mobile agent system is similar to specification of other interactive agent
systems, with the added use ofgo requests. Thus to specify a mobile agent system one defines a
module extendingMMCONFthat declare agent class identifiers, attributes, messages (by defining
message body constructors) and behavior rules. The module may of course import submodules,
to allow specifications to be modularized. A behavior rule should have one of the following
two forms

rl[rname]:
[ mid : cid | atts | in: inQ, out: outQ]
=>
[ mid : cid’ | atts’ | in: inQ’, out: outQ’] .

or

crl[crl.name]:
[ mid : cid | atts | in: inQ, out: outQ]
=>
[ mid : cid’ | atts’ | in: inQ’, out: outQ’]
if cond .

wheremid is a term of sortMid ; cid and cid’ are terms of sortCid ; atts and atts’

are terms of sortAttributeSet ; inQ , inQ’ , outQ andoutQ’ are terms of workMsgQ; and
cond is a term of sortBool . Note that we allow the agents class to change, but not its identifier.
Typically inQ’ is obtained frominQ by removing zero, one or more messages whileoutQ’

is obtained fromoutQ by adding zero, one or more messages. Although other transformations
are allowed, rules taking messages from the output buffer are not likely to have a predictable
consequence because the environment of an object can remove messages from the output buffer
at any time.

A particular agent system is specified by a module together with an initial configuration.
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5.2 Specification of the Data Mobile Agent System

A DataMobile is a mobile agent that travels from location to location, according to its specified
itinerary. At each location visited the DataMobile expects to find a DataAgent object that
queues user requests to store or retrieve data. Data is stored in a dictionary mapping keys to
data elements. When a DataMobile object arrives at a new location, it sends abeep message
to the local DataAgent. The DataAgent sends queued requests to the DataMobile, one at a time,
until its queue is empty. Replies are printed. It then sends the DataMobile adone message,
and the DataMobile goes to the next location on its itinerary. A DataMobile also sendsprint
messages (to the user) so its travels can be monitored.

The Data Mobile Agent System is specified in the moduleDATAMOBILEwhich imports the
mobile object configuration moduleMMCONFand the moduleDICT that defines the dictionary
data typeDict , with lookup and updating operations. For simplicity we take both keys and
data elements to be strings and use the empty string"" as the default value for key not in the
table.

fmod DICT is
inc STRING .
sorts Row Dict .
subsort Row < Dict .
op none : -> Dict .
op __ : Dict Dict -> Dict [assoc comm id: none] .
op r : String String -> Row .

op lookup : Dict String -> String .
op update : Dict String String -> Dict .
eq lookup(none,key:String) = "" .
eq lookup((r(q:String, qs:String) d:Dict), key:String) =

(if (q:String == key:String)
then qs:String
else lookup(d:Dict,key:String)
fi) .

eq update(none,key:String,new:String) = r(key:String,new:String) .
eq update((r(q:String,qs:String) d:Dict),key:String,new:String) =

(if (q:String == key:String)
then (r(key:String, new:String) d:Dict)
else (r(q:String, qs:String)

update(d:Dict, key:String, new:String))
fi) .

endfm

Notice that dictionaries generated from the empty dictionary (none ) by updating will contain
at most one entry for a given key.

The moduleDATAMOBILEdefines two object classs:DataMobile andDataAgent . An
object of classDataMobile has three attributes declared by

op data:_ : Dict -> Attribute .
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op agent:_ : Mid -> Attribute .
op itin:_ : MidList -> Attribute .

Thedata: attribute holds the its dictionary of data, theagent: attribute holds the identifier
of the data agent at the current location, and theitin: attribute holds the list of identifiers data
agents at the remaining itinerary locations. Because data agents are stationary, a data agents
location can be extracted from its identifier and need not be stored separately. The initial state
of a DataMobile object with an itinerary of three locationsP0, P1, P2 , might look like

[ o(P0,"dm") : DataMobile
| data: none, agent: o(P0,"da"), itin: (o(P1,"da"), o(P2,"da"))
| in: nil, out: nil ]

The operatormkdmobile constructs a data mobile object in its initial state.

var ?mid ?dm : Mid . var das : MidList .
op mkdmobile : Mid Mid MidList -> Object .
eq mkdmobile(?dm, ?mid, das) =

[ ?dm : DataMobile | data: none, agent: ?mid, itin: das
| in: nil, out: msg(?mid,?dm,beep) ] .

The messages used to interact with a DataMobile are declared by

op tellReq : String String -> MsgBody .
op tellReply : String String -> MsgBody .

op askReq : String -> MsgBody .
op askReply : String String -> MsgBody .

ops beep done : -> MsgBody .

When a DataMobiledmreceives a request message of the form

msg(dm,da,tellReq(key,value))

it updates its data dictionary and sends a reply message

msg(da,dm,tellReply(key,value))

indicating the request has been processed. Similarly, when it receives a request message of the
form

msg(dm,da,askReq(key))

it sends a reply message

msg(da,dm,askReply(key,value))
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wherevalue is the result of looking upkey in its current dictionary. This request-reply
pattern is a standard way of specifying method calls as patterns of asynchronous message
passing. When a DataMobile receives adone message it travels to the next location in its
itinerary. This is specified by the following rule

The variable declarations needed in the remainder of this section are
vars da dm : Mid . var ?pid : Pid . var das : MidList .
var id : String .
var ?dict : Dict .
vars inQ outQ : MsgQ .
rl[done.dm]:

[ dm : DataMobile | data: ?dict, agent: da,
itin: (o(?pid,id), das)

| in: (msg(dm,da,done), inQ), out: outQ]
=>
[ dm : DataMobile

| data: ?dict, agent: o(?pid,id), itin: (das, da)
| in: inQ ,

out: (outQ,
print("dm going to " + pid2string(?pid)),
go(?pid), msg(o(?pid,id),dm,beep),
print("dm arrived at " + pid2string(?pid))) ] .

Notice the use of thego message. Before going, the DataMobile prints a message to the user.
It also stores abeep message and another message to the user in its output queue to be sent
upon arrival at the new location.

A data agent had class identifierDataAgent . It has attributesque: andpend: whose
values are message queues, andst: whose value is the processing status (sortStatus ). A
data agents status is eitherwaiting (for the data mobile to appear),sending(dm) (the data
mobiledmhas arrived), orwait4(msg) (waiting for a reply tomsg from the data mobile).

The operatormkdagent constructs a data agent in its initial state.

var da : Mid .
op mkdagent : Mid -> Object .
eq mkdagent(da) =

[ da : DataAgent |
que: nil, pend: nil, st: waiting | in: nil, out: nil ] .

Rules for data agent behavior are summarized below. When a waiting data agent receives a
beep it changes tosending status.

rl[beep]:
[ da : DataAgent | que: rQ, st: waiting, atts

| in: (msg(da,dm,beep), inQ), out: outQ ]
=>
[ da : DataAgent | que: rQ, st: sending(dm), atts

| in: inQ, out: outQ ] .
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When a waiting data agent receives a request (isReq(msg) ) it puts the request in its que.

crl[enqueue]:
[ da : DataAgent | que: rQ, st: waiting, atts

| in: (?msg, inQ), out: outQ ]
=>
[ da : DataAgent | que: (rQ, ?msg), st: waiting, atts

| in: inQ, out: outQ ]
if isReq(?msg) .

A data agent with statussending(dm) sends the next request in its queue todmand changes
to wait4 status.

rl[req]:
[ da : DataAgent | que: (msg(da,cust,req), rQ),

st: sending(dm), atts
| in: inQ, out: outQ ]

=>
[ da : DataAgent | que: rQ, st: wait4(msg(dm,cust,req)), atts

| in: inQ, out: (outQ, msg(dm,da,req)) ] .

If the queue is empty, the data agent sends adone message todm and moves towaiting

status. It also transfers thepend queue to the regular queue.

rl[done]:
[ da : DataAgent | que: nil, st: sending(dm), pend: rQ, atts

| in: inQ, out: outQ ]
=>
[ da : DataAgent | que: rQ, st: waiting, pend: nil, atts

| in: inQ, out: (outQ, msg(dm,da,done)) ] .

A data agent withwait4 status accepts a reply, prints the result and moves tosending(dm)

status to continue processing requests.

rl[reply]:
[ da : DataAgent | que: rQ, st: wait4(msg(dm,cust,req)), atts

| in: (msg(da,dm,reply), inQ), out: outQ ]
=>
[ da : DataAgent | que: rQ, st: sending(dm), atts

| in: inQ, out: (outQ, printReply(msg(cust,da,reply))) ] .

A data agent withwait4 status puts arriving requests in the pending queue. This is to prevent
requests from blocking a reply and also to ensure that only finitely many requests are processed
each round.

crl[pend.enqueue]:
[ da : DataAgent | que: rQ, st: wait4(msg(dm,cust,req)),

pend: pQ, atts
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| in: (?msg, inQ), out: outQ ]
=>
[ da : DataAgent | que: rQ, st: sending(dm),

pend: (pQ, ?msg), atts
| in: inQ, out: outQ ]

if isReq(?msg) .

6 Prototyping Mobile Agents

Mobile agent systems can be prototyped at different levels of abstraction (points of view) by
using different configuration test modules that provide corresponding communication rules.

6.1 Soup-of-Agents Prototyping

The simplest (most abstract) is just to consider a multiset of agents and messages in a soup,
abstracting away the location infrastructure. In this case the we define a test moduleMM-TEST

that add rules to move messages from output queues to the soup and soup to the input queue of
the target object.

var ?oid : Oid .
var ?cid : Cid .
vars inQ outQ : MsgQ .
var ?msg : Msg .
vars atts ifaces : AttributeSet .

rl[out]:
[ ?oid : ?cid | atts | out: (?msg, outQ), ifaces ]
=>
[ ?oid : ?cid | atts | out: outQ, ifaces ] ?msg .

crl[in]:
[ ?oid : ?cid | atts | in: inQ, ifaces ] ?msg
=>
[ ?oid : ?cid | atts | in: (inQ, ?msg), ifaces ]

if tgt(?msg) == ?oid .

Messages such asgo(pid) andprint(...) are simply left in the soup.

6.2 Soup-of-Agents Prototyping: Data Mobile example

The moduleDA-TEST defines an initial DATAMOBILE system configurations with three loca-
tions, a data agent at each location, and a data mobile at the first location. For convenience we
define some constants to name mobile and process objects.

ops P0 P1 P2 : -> Pid .
eq P0 = p("localhost","5550") .
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eq P1 = p("localhost","5551") .
eq P2 = p("localhost","5552") .

ops M0 M1 M2 MB user : -> Mid .
eq M0 = o(P0,"da") .
eq M1 = o(P1,"da") .
eq M2 = o(P2,"da") .
eq MB = o(P0,"dm") .
eq user = o(P0,"me") .

The base initial configurationic has 3 data agents and one data mobile. The configurationic0

has a tell request to be submitted at each location. The configurationic1 adds as ask request
to be submitted at each location.

ops ic ic0 ic1 : -> Configuration .
eq ic = ( mkdagent(M0) mkdagent(M1) mkdagent(M2)

mkdmobile(MB, M0, (M1, M2)) ) .
eq ic0 = ( ic msg(M0, user, tellReq("a", "av"))

msg(M1, user, tellReq("b", "bv"))
msg(M2, user, tellReq("c", "cv")) ) .

eq ic1 = ( ic0 msg(M0, user, askReq("a"))
msg(M1, user, askReq("b"))
msg(M2, user, askReq("c")) ) .

These configurations can be executed using the position fair rewriting command. Executing

frew [75] ic0 .

results in the data mobile visiting each data agent, and delivery of each of the tell requests.

...
print("to localhost:5550:me from localhost:5550:da tellReply(a = av)")
print("to localhost:5550:me from localhost:5551:da tellReply(b = bv)")
print("to localhost:5550:me from localhost:5552:da tellReply(c = cv)")
...

Executing

frew [100] ic1 .

results in delivery all six requests. Because of the way messages are ordered, the asks are
delivered before the tells, hence the empty answers.

...
print("to localhost:5550:me from localhost:5550:da askReply(a = )")
print("to localhost:5550:me from localhost:5550:da tellReply(a = av)")
print("to localhost:5550:me from localhost:5551:da askReply(b = )")
print("to localhost:5550:me from localhost:5551:da tellReply(b = bv)")
print("to localhost:5550:me from localhost:5552:da askReply(c = )")
print("to localhost:5550:me from localhost:5552:da tellReply(c = cv)")
...
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The search command can be used to look for different possible executions. For example to
see if there is a computation in which there is a non empty reply to an ask we can execute the
following search.

search [1] ic1 =>+ C:Configuration
msg(mid:Mid, mid1:Mid,askReply("a",?av:String))

such that ?av:String =/= "" .

Search returns bindings for the variables in the search pattern on the right. Omitting the con-
figuration binding, the result of the above search is

mid:Mid --> o(p("localhost", "5550"), "da")
mid1:Mid --> o(p("localhost", "5550"), "dm")
?av:String --> "av"

Full results of the above commands and others can be found inMobileMaude/DataMobile/
runs-da.txt .

6.3 Soup-of-Mobilized Agents Prototyping

The second level of prototyping considers configurations that are a multiset of mobilized
(wrapped) agents and messages in a soup, still abstracting away the location infrastructure.
In this case the we define a test moduleMO-TESTthat adds rules for objects of classMOto
move messages from output queues to the soup and soup to the input queue of the target ob-
ject. In addition there is a rule to processgo requests by reconstituting the traveling mobile
object. Finally there is a rule to move the mobile object fromyield to deliver mode. These
rules abstract the behavior of a process object container.

var ?cid : Cid . var ?pid : Pid . var mo : Mid .
var atts : AttributeSet . var n : Nat .
vars inQ outQ : MsgQ .

rl[go]:
go(?pid,mo,?cid,(atts, hops: n),inQ,outQ)
=>
[ mo : MO | atts, hops: s n | in: inQ, out: outQ ] .

rl[tick.mo]:
[ mo : MO | mode: yield, atts | in: inQ, out: outQ ]
=>
[ mo : MO | mode: deliver, atts | in: inQ, out: outQ ] .

6.4 Soup-of-Mobilized Agents Prototyping: Data Mobile example

The moduleMDA-TESTdefines initial DATAMOBILE system configurations for the Soup-of-
Mobilized-Agents level of abstraction. The base configurationmic has three mobilized data
agents, corresponding to three locations, and a mobilized data mobile at the first location. The
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configurationmic0 adds an initialbeep (the data mobile arriving) and a tell request for each
data agent to the base configuration. The configurationmic1 adds an initialbeep and a tell
and ask for key"a" to the base configuration.

ops mic mic0 mic1 : -> Configuration .
eq mic =

( mkmo(M0,’DATAMOBILE,DataAgent,
(que: nil, pend: nil, st: waiting),
10)

mkmo(MB,’DATAMOBILE,DataMobile,
(data: none, agent: M0, itin: (M1, M2)),
10)

mkmo(M1,’DATAMOBILE,DataAgent,
(que: nil, pend: nil, st: waiting),
10)

mkmo(M2,’DATAMOBILE,DataAgent,
(que: nil, pend: nil, st: waiting),
10)

) .
eq mic0 = ( mic msg(M0, MB, dlv(upTerm(beep)))

msg(M0, user, dlv(upTerm(tellReq("a", "av"))))
msg(M1, user, dlv(upTerm(tellReq("b", "bv"))))
msg(M2, user, dlv(upTerm(tellReq("c", "cv")))) ) .

eq mic1 = ( mic msg(M0, MB, dlv(upTerm(beep)))
msg(M0, user, dlv(upTerm(tellReq("a", "av"))))
msg(M0, user, dlv(upTerm(askReq("a")))) ) .

As for the agent-in-soup level, these configurations can be rewritten using the position fair
rewriting command. More rewriting is required for the data mobile to make a complete round
due to the extra object layer. The state space here is too large for use of the search command.
Results of sample executions can be found inMobileMaude/DataMobile/runs-mda.
txt .

6.5 Soup-of-Processes Prototyping

The third level of prototyping considers configurations that are a multiset of located processes,
each containing its configuration of mobilized (wrapped) agents. In this case the we define
a test moduleMP-TEST that adds rules for objects of classP to move messages from output
queues to the soup and soup to the input queue of the target object and a rule that lifts thetick

rule to processes.

6.6 Soup-of-Processes Prototyping: Data Mobile example

The modulePDA-TEST defines initial DATAMOBILE system configurations for the Soup-of-
Processes level of abstraction. Again, in the base configuration,pic , there are three locations,
a process object representing each location and containing a mobilized data agent. The first
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process also contains a mobilized data mobile. The configurationpic0 adds a starterbeep

message and on tell request to the base configuration. The configurationpic2 adds an ask
request topic0 .

ops pic pic0 pic1 pic2 : -> Configuration .
eq pic = proc0 proc1 proc2 .
eq pic0 =

( pic
msg(P0,P0,

route(msg(M0, user, dlv(upTerm(tellReq("a", "av")))),0))
msg(P0,P0, route(msg(M0, MB, dlv(upTerm(beep))),0))

) .
eq pic2 =

( pic0
msg(P1,P0, route(msg(M1, user, dlv(upTerm(askReq("a")))),0))

) .

These configurations can be rewritten using the position fair rewriting command. Even
more rewriting is required for the data mobile to make a complete round due to two extra
object layers. Again the state space is too large for use of the search command. Results of
sample executions can be found inMobileMaude/DataMobile/runs-pda.txt . Two
process versions are also defined for simpler testing. The difference being the itinerary given
the data mobile.

7 Interacting with Mobile Agent Systems

The prototyping methods discussed above allow one to define an initial configuration and either
rewrite, using some builtin rewrite strategy, or apply search or possibly model-checking tools to
explore the space of possible executions. However, it is not easy to interact with the specified
system by sending messages at intermediate stages, possibly based on previously received
replies.

We also provide two ways to interact with an agent system using the IOP+IMaude environ-
ment. In the first case an initial configuration is placed in the IMaude execution environment
which provides commands for the user to send messages to the configuration, receive messages,
control rewriting, and examine intermediate configurations. The IOP+IMaude environment is
described in [5] and inMobileMaude/Env/doc-ienv.txt . Instructions for running the
data mobile example can be found inMobileMaude/DataMobile/README.txt .

In the second case each mobile process object is placed in a node execution environment,
each running in a separate IMaude process (on the same or different machines). The node exe-
cution environment provides the user interaction capabilities that the simple IMaude execution
environment does. In addition it supports interprocess communication using client and listener
sockets. Instructions for running the data mobile example in the node execution environment
can be found inMobileMaude/DataMobile/README.txt .
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